
 

 

 

Wheatley Hill Primary - Staff Social Media Letter  

 

Dear Staff Member, 

Staff Social Media Information 

Over the last 12 months some staff and pupils from schools across County Durham and beyond have 

experienced some negative consequences of using social media, whilst many tens of thousands of 

others have benefitted from its use. 

To help protect pupils, staff and schools, it is important that all staff know about the risks of misuse 

of social media and they should be aware of the school’s Acceptable Use Policy (AUP) and reporting 

systems.  They should be aware that the DfE have updated guidance in “Keeping Children Safe in 

Education” which makes it clear that Online Safety issues are part of the school’s safeguarding 

strategy. 

Social media has rapidly become an important part of society, blurring both the personal and public 

and home and work environments. Used well it can be a really positive part of life, used carelessly it 

can cause risk or damage to reputations, careers and can pose safeguarding risks to both staff and 

young people. You should not be discouraged from using social media, but should use it with due 

regard to its possible impact. 

Be very aware of both your professional reputation and that of the school when you are online. All 

staff must be mindful that any content shared online (Facebook, Twitter, Instagram etc), even if only 

with one individual, cannot be guaranteed to be “private” and could potentially be seen by 

unintended audiences, which may have consequences including civil, legal and disciplinary action 

being taken against you.  We request that you do not identify the school as your employer on social 

media. . 

All members of staff are strongly advised, in their own interests, to take steps to ensure that their 

personal information and content is not accessible to anybody who does not or should not have 

permission to access it. Ensure that your privacy settings are set appropriately (many sites have a 

variety of options to choose from which change regularly and may be different on different devices), 

as it could lead to your content accidentally being shared with others.  

Be very careful when publishing any information, personal contact details, video or images etc 

online; ask yourself if you would feel comfortable about a current or prospective employer, 

colleague, child in your care or parent/carer viewing or sharing your content. If the answer is no, 

then consider if it should be posted online at all. It is very important to be aware that sometimes 

content shared online, even in jest, can be misread, misinterpreted or taken out of context, which 

can lead to complaints or allegations being made. Don’t be afraid to be online yourself but do so 

respectfully. All staff must be aware that, as professionals, we must be cautious to ensure that the 

content we post online does not bring the school or our professional role into disrepute. 



 

 

 

If you have a social networking account, it is essential that you do not accept current school pupils, 

or ex-pupils under the age of 18, on a personal account.  This may amount to a breach of the 

behaviour code as outlined by the DfE in the document “Keeping children safe in education”. You 

may also be in breach of Part 2 of the Teacher Standards;  Personal and Professional Conduct.  

You are also strongly advised not to have relatives of current pupils as friends on any social media 

account.  You may be giving them access to your personal information and allowing them to contact 

you inappropriately through unregulated channels. They may also be giving you access to their 

personal information and activities, which could cause safeguarding concerns. Please use your work-

provided email address or phone number to contact children and/or parents – this is essential in 

order to protect yourself, as well as the wider community.  If you have a pre-existing relationship 

with a child or parent/carer that may compromise this, or have any queries or concerns about this, 

then please speak to the Headteacher.  

In addition, if current pupils try to “friend” you on any social media site or app, it would be advisable 

to ignore the request but retain a screenshot which should be passed to your line manager.  This 

would be useful in the event of an allegation made against you.  It would also be very unwise to 

conduct an online investigation into any pupil’s use or misuse of social media without carefully 

discussing with the school’s management team and taking appropriate steps to protect yourself. 

Documents called “Cyberbullying: advice for headteachers and school staff” (on the DfE website  and 

“Social Networking – a guide for trainee teachers and NQT’s” (on the Childnet website are available 

in the staffroom to help you consider how to protect yourself online. Staff can also visit or contact 

the Professional Online Safety Helpline www.saferinternet.org.uk/about/helpline  for more advice 

and information on online professional safety. 

I would like to remind all staff of our Acceptable Use Policy and the importance of maintaining 

professional boundaries online. Failure to follow this guidance and the school policy could lead to 

disciplinary action, so it is crucial that all staff understand how to protect themselves and behave 

online. Please speak to your line manager, the school e-Safety/Child Protection Lead or myself if you 

have any queries or concerns regarding this. 

 Yours sincerely, 

Alan Scarr 

Headteacher 

http://www.saferinternet.org.uk/about/helpline

